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CEO Message 

As our world evolves at an unprecedented pace, Palo Alto Networks continues to grow, innovate, and 
protect the global digital way of life. Amidst these changes, our Company Values remain the foundation of 
every business decision and interaction. We are Empowered by Integrity and committed to conducting 
our business ethically and honestl — helping create a world where each day is safer and more secure than 
the one before. We hold ourselves to the highest standards of ethical conduct and expect the same from 
our partners and suppliers. Our relationships are built on trust and respect and never compromised by illegal 
or unethical business practices.

At Palo Alto Networks, we must always be mindful of how our actions reflect on our reputation — and when 
we make decisions Empowered by Integrity, we show the world why we are the cybersecurity partner of 
choice.

Our Global Code of Business Conduct & Ethics outlines the behavior expected of all employees, reaffirms 
our Values, and asserts our commitment to acting with integrity in all that we do. The right decision may 
not always be readily apparent. Our Code, along with our Company policies, will help guide your ethical 
decision-making at Palo Alto Networks.

I trust each of you to uphold our Code and associated policies and to help ensure that our business partners 
do the same. Speak up if you encounter any behavior that doesn’t meet our ethical standards by reporting 
it to our ethics helpline, anonymously if you’d like, or contact the Global Ethics Team. We prohibit retaliation 
against anyone who reports a potential violation in good faith. 

Together we are Empowered by Integrity to create a safer, more secure world. 

Thank you.

Nikesh Arora
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Our Mission, Vision, and Values

At Palo Alto Networks, our mission is to be the cybersecurity partner of choice, protecting our digital way of life. We work together to create a world where each day is safer 
and more secure than the one before. While the world around us changes every single day, one thing remains constant: The success of Palo Alto Networks is determined 
by our commitment to conduct our business ethically and with integrity. 

Our values define who we are at Palo Alto Networks, and our customers and partners trust us because of our commitment to our values. We are all Empowered by 
Integrity, which means that we all are responsible for holding ourselves to the highest standards of ethical conduct.

Disruption

 
We take risks 
fearlessly, solve real 
problems with new 
ideas, and challenge 
entrenched beliefs 
and look to the future.

Execution

 
We’re committed 
to quality and strive 
tirelessly for simplicity 
and usability.

Collaboration

 
We rely on each other, 
seek to empower, and 
open ourselves to 
accountability.

Integrity

 
We inspire trust, 
respect our 
customers, partners, 
and shareholders, and 
take pride in the work 
we do – because we 
do it the right way.

Inclusion

 
We believe diversity 
strengthens our ideas 
and our business, 
and we strive to 
reflect the diversity 
of our customers in 
the diversity of our 
Company. 

At Palo Alto Networks, we value: 
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Why Do We Have a Code 
and How Should We Use It? 
This Code highlights our commitment to be 
Empowered by Integrity by setting forth our 
expectations for how we conduct our business 
anywhere in the world and our obligations under the 
law. Our Code serves as a framework for how we do 
things at Palo Alto Networks. The Code is a high-level 
overview of the most important things that you should 
keep in mind during your work here. And, if you need 
additional guidance on a topic, our Company policies 
referenced throughout the Code will provide additional 
detail. While this Code cannot address every possible 
situation that may arise, always remember that we 
expect you to act with the highest degree of integrity 
and to avoid taking any actions that may undermine 
the trust in and reputation of Palo Alto Networks.

We should all use this Code as a resource for how to 
conduct our business in line with our Palo Alto Networks 
mission, vision, and values. 

As you review the Code, you will see the following learning aids to help 
guide you in each topic area:

“Ask Yourself…” 
provides questions for you to consider to gauge 
if a situation feels right.

“Executing Integrity” 
provides additional clarifying examples in a 
topic area and further expands how you can 
live our values in the workplace.

“Secured by Our Values” 
ties each section back to Palo Alto Networks’ 
values and highlights the “big picture” 
of each topic.

“Terms to Know” 
defines terms or provides additional 
details about a topic. 

“Look Out For…” 
highlights important risks or gray 
areas for you to watch out for in 
certain topics.

“Related Resources” 
references and links to related policies 
and resources that you can refer to for 
more information on a topic.
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Who Must Follow the Code?

Our Code applies to all of us at Palo Alto Networks, Inc. 
and its subsidiaries, including all employees, officers, 
and members of our board of directors. Failure to 
comply with our Code including the completion of any 
associated mandatory training may result in disciplinary 
action, up to and including termination.

We also expect all the organizations and individuals 
that we partner with and those who do business on our 
behalf to act in a manner consistent with our values and 
our commitment to integrity. 
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Additional Responsibilities 
for Managers 
Palo Alto Networks managers are Empowered by Integrity to lead our teams and work proactively to influence ethical behavior. With leadership comes additional 
expectations and responsibilities, including: 

Being a role model and leading with 
actions that are in line with our Code 
and Company values 

Setting a positive example by 
discussing our Code with employees 
and explaining how it applies to our 
work every day

Emphasizing the importance of our 
Code and training to employees as 
ways to facilitate further education and 
continuous improvement, and making 
sure that employees complete mandatory 
training 

Creating an ethical work environment 
where employees feel safe to ask questions 
and share concerns without fearing 
retaliation
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Your Voice Matters: Speaking Up 

How Do I Speak Up?

At Palo Alto Networks, being Empowered by Integrity means feeling comfortable 
speaking up with concerns that you have about ethical misconduct or violations 
or potential violations of our Code, policies, or the law. We know that speaking 
up is not easy. But we can only address the ethical issues that are brought to 
our attention. 

If you have questions or concerns about ethical conduct, please 
contact: 

• Your manager or another trusted manager

• The Employee Relations Team 

• The Global Ethics Team

• Our Chief Compliance Officer 

You can also share your concerns with us through our third-party 
EthicsHelpline, which has an option to remain anonymous, 
if you prefer: 

• Online: at www.paloaltonetworks.ethicspoint.com 

• By Phone: For employees in the United States, 
call 1-855-266-7042. For employees outside of the United States, 
you can select the appropriate phone number for your country 
listed at www.paloaltonetworks.ethicspoint.com. 

mailto:erpeopleteam%40paloaltonetworks.com?subject=
mailto:ethics%40paloaltonetworks.com?subject=
mailto:bbyrd%40paloaltonetworks.com?subject=
https://secure.ethicspoint.com/domain/media/en/gui/31667/index.html
https://secure.ethicspoint.com/domain/media/en/gui/31667/index.html
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Your Voice Matters: Speaking Up (continued)

What Happens When I Speak Up?

When you speak up, we will listen. We will review and appropriately 
address all reports. You can find detailed information about our investigative 
process by referencing our Frequently Asked Questions.

Our Code requires you to fully cooperate with all Company investigations, 
audits, and management inquiries. Providing false or misleading information 
or intentionally omitting information is a violation of this Code and may lead to 
disciplinary consequences, up to and including termination. 

Speaking up helps to protect Palo Alto Networks, our employees, shareholders, 
customers, and business partners. We expect you to speak up about your good 
faith concerns, including, among others, corruption and fraud, cyber security 
and information security, and any conduct or behavior that violates this Code 
and may harm our reputation for doing business with ethics and integrity. 
Speaking up enables us to address your concerns, resolve issues as fast as 
practicable, and operate safely and lawfully.

The Investigation Process at Palo Alto Networks
From reporting a concern to completion of the process. 

5.
Completion

2.
Initial 
Analysis

3.
Conduct 
Investigation

4.
Review and 
Document

1.
Report a 
Concern

The full Investigation Process can be viewed here. 

https://secure.ethicspoint.com/domain/media/en/gui/31667/faq.html
https://secure.ethicspoint.com/domain/media/en/gui/31667/index.html
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Your Voice Matters: Speaking Up (continued)

Our Commitment to No Retaliation

We know that speaking up or raising concerns 
takes courage — and we take the concerns you 
share very seriously. 

Palo Alto Networks does not tolerate any form of 
retaliation. We’re committed to supporting anyone 
who speaks up in good faith about a potential violation 
or potential misconduct and will not tolerate retaliation. 
Retaliation not only violates our Code, but it may also 
violate the law. If you feel that you are being treated 
differently because you raised a good faith concern 
about a possible violation of this Code or related 
Company policies, procedures, or guidelines, we 
urge you to report it immediately. The sooner you 
speak up about your concerns, the sooner we can 
address the issue. 
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Ethical Decision Model

When we take responsibility and follow our Code and Company policies, we are Empowered by Integrity. We all are responsible for making decisions that reflect our 
Company values each day. 

Always “Ask First, Act Later” if you are confronted with an ethical issue. It can be helpful to ask yourself a few questions to help determine how to make an ethical decision 
in the workplace. Here are a few steps to keep in mind:

Use good judgment 
and common sense – if 
something doesn’t feel 

right, speak up. If you are 
unsure of what to do in any 

situation, seek guidance 
before acting.

Ask yourself: 

Could my decision 
violate our Code, 

our Company 
policies, or 

the law?

What if this decision 
was published 
in the news or 

online?

Would it help to talk 
this through with a 

trusted manager, the 
Employee Relations 

team, the Global Ethics 
Team, or our Chief 

Compliance Officer? 

What am I 
being asked 

to do? 

Does this seem 
unethical or 
improper?

What does our Company 
policy say I should do in 

this type of situation?

Does this feel like 
the right thing 

to do? 
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Mutual Respect

Everyone deserves to be treated with respect and dignity at work. We all 
thrive and work better as a team when we feel welcomed and supported, 
which is why Palo Alto Networks is committed to maintaining a workplace 
free of harassment, discrimination, and bullying of any kind – from our 
employees or from anyone who represents or works with us.

Terms to Know

Harassment is behavior based on a protected category that creates a hostile work 
environment. In the case of sexual harassment, this includes unwelcome sexual 
advances, requests for sexual favors, or other conduct of a sexual nature that 
negatively affects the work environment.

Discrimination is basing an employment decision on a protected category.

Bullying is hostile or offensive behavior that is egregious and has no legitimate 
business justification. 

Protected categories include sex, race, national origin, age, disability, religion, 
sexual orientation, and many other categories protected by Company policy or 
applicable law.

For full definitions of these terms, please refer to the applicable Respect in the 
Workplace policy.

How We Empower Integrity: 

• Understand how to recognize harassment and timely report any 
behavior that violates this Code and our Respect in the Workplace 
policies and Employee Handbook. 

• Make employment-related decisions based on an individual’s 
qualifications and experience – not on characteristics such as 
race, religion, gender, gender identity, disability, age, or other 
protected characteristics. 

• Do not use Company resources or external platforms associated 
with your role at PANW to share personal views that do not align 
with the Company’s values of Inclusion and Integrity. Keep work 
discussions professional and respect diverse views and opinions.

• Speak up and report harassment, even if it is not directed at you. 

• Be aware that managers have additional responsibilities to act if 
they have concerns or have knowledge about harassment. 



13 CODE OF CONDUCT: EMPOWERED BY INTEGRITY

INTEGRITY 
EMPOWERS US

TABLE OF
CONTENTS

OUR LEGAL 
OBLIGATIONS

PANW AND OUR 
STAKEHOLDERS

OUR THIRD-PARTY 
RELATIONSHIPS

OUR 
COMMUNITY

SAFETY AND 
INCLUSIVITY

RELATED RESOURCES:

Respect in the 
Workplace Policy 

Social Media Policy 
and Guidelines

Social Media Best Practices 
for Employees

Mutual Respect (continued)

We care about our employees and strive to foster a workplace that reflects our 
Company’s value of Inclusion. We hold each other accountable to the highest 
standards of mutual respect because when we treat each other the way we wish 
to be treated, we all win.

Secured by Our Values

https://theloop.paloaltonetworks.com/loop/respect-in-the-workplace-policy-against-harassment-discrimination-bullying-and-retaliation
https://theloop.paloaltonetworks.com/loop/respect-in-the-workplace-policy-against-harassment-discrimination-bullying-and-retaliation
https://docs.google.com/document/d/1kUr_pJt1_KUjOb_Z3RyUrfPl-JuT1-yS/edit
https://docs.google.com/document/d/1kUr_pJt1_KUjOb_Z3RyUrfPl-JuT1-yS/edit
https://docs.google.com/presentation/d/1d9QdjKkqh0VvDvV2AhHUN-JvN3ElriknJ-P1iz8cKts/edit#slide=id.g2c34d4f25de_0_0
https://docs.google.com/presentation/d/1d9QdjKkqh0VvDvV2AhHUN-JvN3ElriknJ-P1iz8cKts/edit#slide=id.g2c34d4f25de_0_0
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Inclusion and Diversity

Executing Integrity: Being Inclusive

Here are some additional ways you can be inclusive in the workplace: 

 • Treat people the way they want to be treated – not the way that you want 
to be treated. 

 • Seek opinions and input from everyone on your team when resolving 
issues or dilemmas – including from someone who may have an opinion 
that differs from your own. 

 • Use gender-neutral pronouns when sending communications or giving 
a presentation. 

Secured by Our Values

Inclusion is one of our core values, and we believe that our diversity 
strengthens our ideas and our business. Our employees reflect the diversity 
of the world around us, which leads to enhanced innovation in our products 
and services. 

Each of us plays a role in creating a work environment where everyone can 
feel like they are seen, heard, and valued each day. We know that different 
perspectives, abilities, backgrounds, and experiences drive the success of 
Palo Alto Networks. Our Company is committed to equal employment 
opportunity, respect, and inclusion. 

How We Empower Integrity:

• Act inclusively towards everyone, and never exclude others 
from normal workplace conversations or interactions. 

• Celebrate the diversity that makes our team stronger, respecting 
everyone’s cultures, backgrounds, talents, experiences, pronouns, 
and other individual characteristics.
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Executing Integrity: Alcohol at Company Events

Alcohol, illegal drugs, intoxicants, or controlled substances may impair your 
ability to work safely and efficiently. We maintain a drug and alcohol-free 
workplace and prohibit the use of these substances to the extent that they affect, 
or have the potential to affect, our workplace.

However, there may be times where Palo Alto Networks may provide or permit 
alcoholic beverages at work-related events. In these cases, remember to: 

 • Drink responsibly and in moderation. 

 • Limit your own consumption and always remain responsible and 
professional.

 • Understand that visible intoxication at a Company event is not acceptable.

 • Be of lawful drinking age. 

 • Obey applicable vehicle laws and never drive under the influence of alcohol 
or if impaired by drugs. 

Palo Alto Networks is committed to maintaining a healthy and safe work 
environment. We do not tolerate violence and threatening behavior in the 
workplace. Palo Alto Networks prohibits use of illegal drugs, intoxicants, or 
controlled substances by anyone who is conducting Company business or is 
located on Company premises. We are all responsible for complying with the 
health and safety laws and regulations that apply to our workplace and our 
Company’s policies – because we all deserve to feel safe at work.

Environment, Health, and Safety (EHS)

How We Empower Integrity: 

• Never engage in violent, threatening, or intimidating behavior – and 
immediately report such improper behavior by anyone around you.

• Do not come to work – or conduct business on behalf of the 
Company – if you are impaired by any substance, including alcohol 
or drugs. 

• If you are at an event, conference, or social function where alcohol 
is permitted, act responsibly and never in a way that could put your 
safety or others at risk. 

• Speak up if you notice any unsafe working conditions or any 
suspicious activity that could be dangerous to you or anyone else. 
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Environment, Health, and Safety (EHS) (continued) 

EHS Principles

The following are essential elements of the EHS principles to maintaining a safe, healthy, and environmentally responsible workplace:

Commitment to Safety: We prioritize the health and 
safety of our employees, contractors, and visitors. Our 
goal is to foster a culture of safety where incidents 
are minimized through continuous improvement and 
proactive risk management is integral to all operations.

Regulatory Compliance: We comply with all relevant 
local, national, and international EHS laws, regulations, 
and standards. Continuous monitoring and adaptation 
to regulatory changes ensure we remain compliant and 
ahead of industry requirements.

Risk Management: We proactively identify, assess, 
and mitigate risks to prevent accidents and incidents. 
This includes safety audits, hazard assessments, and 
implementing robust safety protocols.

Environmental Stewardship: We are committed to 
minimizing our environmental impact through sustainable 
practices. This involves reducing waste, conserving 
energy, and promoting eco-friendly initiatives throughout 
our operations.

Employee Training and Engagement: EHS education 
and training is required for targeted employees. We 
encourage active participation in safety programs and 
initiatives, ensuring everyone understands their role in 
maintaining a safe workplace.

Incident Reporting and Investigation: We maintain a 
transparent incident reporting system where employees 
are encouraged to report any EHS concerns without fear 
of retaliation. All incidents are thoroughly investigated to 
identify root causes and implement corrective actions. 
Reporting systems are:

• Email: ehshelp@paloaltonetworks.com

• Phone at +1-800-669-4000

• Safety and Security Incident Report Ticket

Accountability and Leadership: Leadership at all levels 
is accountable for EHS performance. Managers and 
supervisors are responsible for enforcing safety standards 
and leading by example to promote a culture of safety 
and responsibility.

mailto:ehshelp%40paloaltonetworks.com?subject=
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Environment, Health, and Safety (EHS) (continued)

RELATED RESOURCES:

Palo Alto Networks 
Employee Handbooks

Palo Alto Networks 
Workplace Violence Prevention  

and Intervention Program  
Guidelines

Look Out For… Unsafe Working Conditions

While we never expect violence to happen at our Company, we must 
be prepared to respond to safety concerns if they arise. We want to keep 
everyone at Palo Alto Networks safe, and we’re counting on you to report 
the following health and safety issues: 

 • Workplace injuries and illnesses

 • Unsafe working conditions and concerns

 • Accidents or near misses that don’t involve injuries 

 • Concerns of suspicious activity or workplace violence

Secured by Our Values

A safe and healthy workplace makes our Company stronger, and protecting 
one another is part of everyone’s responsibility. We expect our business 
partners, vendors, and suppliers to provide and maintain a safe work 
environment and integrate sound health and safety management practices 
into their businesses. We’re counting on you to raise concerns if you ever see 
or experience behavior that makes you feel unsafe at work, from a coworker 
or any other individual. 

https://theloop.paloaltonetworks.com/loop/ls/content/5698057801170944/employee-resources/corporate-policies
https://theloop.paloaltonetworks.com/loop/ls/content/5698057801170944/employee-resources/corporate-policies
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Books and Records

Our shareholders, customers, and the public depend on us to provide accurate 
financial information and to keep and maintain accurate and complete books 
and records so that they can make informed decisions. We must always be 
transparent and present information about our Company – including our 
financial statements – completely, accurately, timely, and in accordance with 
the law in reports and documents that the Company files with government 
agencies or releases to the general public. We have controls and procedures 
in place to assist us in meeting our financial reporting requirements, including 
timely notifying senior management of material information, and we take 
compliance with these requirements very seriously. 

We never accept falsification of Company documents, inaccurate submissions 
of expenses, undocumented side agreements, or maintenance of any off-book 
accounts. We create business records as part of our daily work, and we are 
all responsible for managing our business records in accordance with our 
Company policies and the laws and regulations applicable to our business.  
All business records, whether revenue forecasts, business agreements, or 
simple requests for reimbursement of travel expenses, must be accurate 
and complete. 

How We Empower Integrity:

• Report all transactions, payments, and expenses in a timely, 
honest, accurate, and consistent manner. 

• Never create – or ask someone else to create – misleading or false 
entries in any financial record, or to bypass an internal control. 

• Be cooperative and transparent with internal and external auditors, 
members of the Legal Department, managers, and your peers. 

• Follow appropriate accounting principles and other accounting 
standards when preparing financial statements or information that 
may support such statements or disclosures.

• Report any errors or concerns about financial entries or inaccurate 
or false records as soon as possible.
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Books and Records (continued)

RELATED RESOURCES:

Global Expense 
Authorization Policy

Travel and Expense Policy

Corporate Purchasing 
Card Policy

Look Out For… Fraud 

Fraud happens when someone tries to misstate or conceal information to 
personally benefit from or attain an unjust benefit for someone. Fraud is 
never allowed – even if someone thinks it might help the Company. Fraud 
can show up in many ways – here are a few examples to keep an eye out for: 

 • Accounting fraud (for example, making a personal purchase with 
Company funds, or making fake accounting entries to conceal 
diverted funds) 

 • Payroll schemes (for example, inaccurately logging or reporting 
attendance or falsifying information about responsibilities, lying on 
a timesheet, or unauthorized pay raises) 

 • Vendor fraud (for example, kickbacks paid in exchange for an unfair 
or improper procurement advantage) 

 • Expense padding (for example, submitting inaccurate claims for fake 
expense claims)

We hope that fraud will never happen at Palo Alto Networks, but we need 
to be able to recognize fraud and help stop it if it does occur. If you have 
concerns about fraudulent financial entries, omissions, or something about 
a transaction or expense report that just doesn’t seem right, report it to the 
Global Ethics Team right away. 

Secured by Our Values

Accuracy of our books and records and transparency in our financial reporting 
builds trust, carries over to our overall reputation for integrity, and underpins 
our business success. As a leading cybersecurity partner of choice, our reputation 
is everything. It shows the world that they can put their trust in us – which is 
vital to the growth of our business.

https://theloop.paloaltonetworks.com/loop/expenditure-authorization-and-expense-reimbursement-policy
https://theloop.paloaltonetworks.com/loop/expenditure-authorization-and-expense-reimbursement-policy
https://theloop.paloaltonetworks.com/loop/travel-and-expense-policy
https://theloop.paloaltonetworks.com/loop/corporate-purchasing-card-policy
https://theloop.paloaltonetworks.com/loop/corporate-purchasing-card-policy
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Anti-Bribery & Corruption 

Look Out For… Bribes and Kickbacks  

A bribe is offering, soliciting, or giving directly or indirectly (via a third party) 
anything of value to improperly influence or induce an action or omission in 
order to obtain or retain business or secure an improper benefit. 

Of course, while most bribes are in the form of money – anything of value can 
come in many forms, including: 

 • Providing extravagant gifts, hospitality, or other business courtesies 

 • Offers to make charitable donations or sponsorships

 • Political contributions, if given to influence action

 • Job or internship offers

A kickback is when a reward is offered for a favor. Like bribes, kickbacks don’t 
have to involve cash. Kickbacks can include things like gifts, favors, referrals, or 
other incentives that may be important to the other party. Simply put, we never 
offer, solicit, give, or accept kickbacks.

There is no place for bribery and corruption at Palo Alto Networks – anywhere 
or anytime – whether we are working with government officials or corporate 
business partners. Palo Alto Networks is steadfast in its commitment to comply 
with all applicable global anti-corruption laws, and we expect everyone 
who works on behalf of our Company (including third parties) to share our 
commitment to conducting business ethically and with integrity. Palo Alto 
Networks likewise prohibits facilitation payments, even when lawful under 
local law.

How We Empower Integrity:

• Never give, offer, or accept anything of value in an attempt 
to improperly influence a favorable business decision or 
government action. 

• Never indirectly do anything that is directly prohibited by 
this Code. 

• Be sure to accurately, truthfully, and timely document all 
payments and transactions – and never attempt to hide or 
conceal a payment. 

• Keep in mind that our Company can be held accountable for 
the actions of third parties who work on our behalf – so oversee 
third parties carefully and immediately escalate any red flags of 
corruption to the Global Ethics Team. 

• Know how to identify or get help identifying government officials 
and public sector entities and be sure to comply with all applicable 
requirements relating to government business and interactions. 
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Anti-Bribery & Corruption (continued)

Look Out For… Bribes and Kickbacks continued

While anti-corruption laws apply broadly, they are especially strict about 
offering or giving anything improper to a government official. The term 
“government official” can include a wide range of people beyond elected 
officials or those with government functions, including:

 • Any employee, director, or officer of a foreign or domestic 
government or any department, agency, or instrumentality 
of a government, including members of the military and 
law enforcement

 • A state-owned or controlled entity, including, in many countries, 
telecom, energy, banking, health care, media, utilities, and 
educational institution employees

 • Public international organizations, such as the United Nations, 
the International Monetary Fund, or the World Bank

 • Any person acting in an official capacity for or on behalf of such 
governmental bodies or public organizations, including entities 
hired to review and accept bids for a government agency

 • Foreign or domestic political parties, candidates for political 
office, and members of royal families

 • A Politically Exposed Person

Even the spouses, family members, and close friends of the examples above 
can be considered “government officials” when it comes to anti-bribery laws.

Secured by Our Values

At Palo Alto Networks, we stand against bribery and corruption, and we expect 
everyone who works on our behalf to do the same. We do not compromise our 
commitment to open, transparent, and lawful business, and we take pride in our 
integrity and doing our work the right way – every time.

RELATED RESOURCES:

Global Anti-Corruption Policy 

Business Courtesies Policy 

Commercial Sector 
Courtesies Guide

Public Sector Guidebook

Public Sector Courtesies Guide

https://paloaltonetworks.okta.com/app/paloaltonetworks_theloopv2_1/exkwd5n1w3FpSKEZt1t7/sso/saml?SAMLRequest=nVhZj6PIsn7vX1HyPFrVrDZQmuqjZMcGbMCA8csR%2B76Y1fDrL1U13TXdd86cxZIlMjIi44svInCGf%2F%2FHoyyexrDt0rp63SBf4c0%2Fvn35vergFzD0SaWH9yHs%2BqdVq%2BpeVvHrZmirl9rt0nXplmH30vsvBlDkF%2FQr%2FNK0dV%2F7dbH5YYD8vYHbdWHbr74%2FLdDXTdL3zQsETdP0dcK%2B1m0MoTAMQzAFrUpBl8a%2FbZ4k9nWTBs%2FpRCVDmjUAODcVdplx82R9j2Z1sOp13RBKVde7Vb%2BKYBR%2FhqlndHdB8BccfsHw2%2BaJXUNMK7d%2Ft3pz3q3eG7eo3aKvq7Cf6jbvvtZ573716xJym%2Bb%2F7f6zT8KirpsR%2FScChY98CnYVMmF8Yxy5W4%2F0BNR1NdS5ZfEG6bzGnY7h6yZyiy7cPJ3%2F4I1OqyCt4r%2FnzPtQ6l7Ey%2BX8fD4Zl80T%2BM4jU1fdUIatEbZj6oemLn9GVNRxWn0thnINoHuPZETeIaG%2BWxSe6%2Bebb2vqkZd3ztonvm5Lt%2F97MG%2BSNQ3Ru%2BpLWPVpP2%2B%2B%2FXuPUNdAOIEixA6mKAzBEWK%2FJhjzw5BAvOcA9bFnHHGxZzLaUc8hhYcwgkXhHiZ%2Bhz4RvqFFX4w0XnM3tOGTFLxufqyQzed2GEhVVH%2BsGbeqq3SNOF3eM66EfVIHT6CI6zbtk%2FJflB8CIfBb%2BT2HD%2F%2FZR%2FDqtw30i%2F%2F%2F8KSfCrnt3OcucZHvh%2BlhFLZh5YdPpi69bn77yxL%2FUL20btW9Ed%2F9sv7vEITVuFZuEwbP3fdAvoP5z0%2F8a3agv4LJpvHabv8LV3%2Fm6eMUyy2G8NtBEIc255Ka89LzOBuEMkrIUuChGL9%2BYPiz9ofkB89%2FrH%2Btkh9J%2FTBSwqN2PmrwdXetPXErChDmKQaBm%2Fw9SkPsQDc2P6hHDO0G2OQFXmYPQ8qkWWnXUYJT6JcWNdPIFyezzbeXWQvDy64e2bY0u4S6D%2BT8gO0Zn2TPKpJTfGYlFVL8A3xlIjZdBtZqvhBykkyt71tqgO%2Fu7QPPq33Qm7GmCcl%2B2m5vO8GoswNcHXLJkYARapMHAWOb%2BVvVsB%2FqFw%2B7m4jQqdXVq6KxXoZLnC3k7DKN8CBtzH2IR8KCWZ2Mg3nQeZKKzvl9Nwn6fsRaY6K%2FSGdq29UI50dB1poXfa8op6i97MwRZ3XUmehKUEqoWiTl2DqMGTr8kJtEApsiuuDXUPiSeSpxZZwrihsxfPGy0okoQXt9%2FczAnxh%2Fz8IxnD9Tcl1fFazbu58r5u2dF6293K8ZkiQhzhiGPt1jMEk0iCXNNAjRUiOqE8LtzVyLQ2U7bgEqHef3JE8FaoJpoE08YGlb0bqJ0RzWWgnlpoNgZtxJAZMAEJNjEoXXUX64CflDXQBCx6pFA%2BUi50HilXoj8YeLZtCchyKJa%2BOxVfKda%2BtJIBSjl9KXm60ifmnGJmrNQWnNEqfSEqtMYuKrSqZNysLhCgumt6%2F9LjMnlV1lmYKcLubOzoCn6PnET%2B%2F4WO5BL46NdHL5QDybn3xRGRyU6lcOaCn7NT6OB%2BDEAI0Eb%2FtMfFyfOTDAEKk5%2BtVMeyQ%2F35DBker%2BGGmFXI05Id6HGSov2xsezSw0xy5ZHXH7fmh8ftJpjgujugrommUcmqXnaGiOMDLf7rukS6LUdk%2FEvt%2BfwK0UDIsvEse%2Fe6GB4cIeQPNNmE5JZeVj%2BIiNVIlKNEtPV1C7pjAJQsIgzXXCu2qZEZmp%2FJaA27mRhnmWWt7uAbKUfSMoc8UIhFJHCHvG4YcwD%2FZMZY5bMfeHQ3KG%2B5h71h5z6dpQW%2F2QHW5usAsYlLoe1Y4wZJ%2F3D1Gxn04kJixQ38DXoZtC8ywWM19110ZEi2vlR4sr3M%2FWTdCWs6gehmxLlOdCuYxOb%2BZwbT12pgxfeEVClYNGLuN1O0ks0ABd4xJLXxgGTNwkvuVMhzOajie%2BBmasCwZWOnPj0Z6yIIWGX0kEaD3p4pOoveueaNrheG4ILhpu47TZBcupFmNO0S1MyLUIUQD%2BVpcBO3E0NK3JnCS%2BZoHyVpeirtAgIjmQgVUAv%2BsdNM1WaE1gmE4AmsnTk7LCiVs65nha81mQ0Yd3WwNwWrZWNrvqzm%2B6Gt1l3FsvuQpjTtLkSMfJoWnNFEHM2TyawIFIL6eUHH3UytZ6r7x5l3koPGoIfVFALNBlSLOAY8CFWRn4k73GccFCIwqHf%2BJaAJPkhzoQ9entTAc7wHKlFg6mNzeUfK9xGf7oObNQaV2gescuhp%2F6rXjTt%2BabpRZ%2BdSv8XKWVFZNfaT%2FhV4AgfOAHe3mmVl%2Fq9KsvheXe%2BeM07a4wKcOJauLZ0%2BCJVu9c6cl%2FjxVleDHAgnn3L3syAs7x3S8Q7VCTOBAbDLAnLo7XirAdEGjsmbO8ATF2ZAudRJsqGrkZG6HiK6MFV%2BI40XDRY0s3EQxYP87OyINAXp%2FW3NOCwmmMxLaSVz4UNlIe9hbXeyc0ItZdrO6EPaCTc0dHe%2FQEobugCUhp6bJYjAnuF%2FJRJrklhm7hhVSDjJfeWxhb3VNlH4QuTVw0GgVHOWPW3wSCQPsSw3HCDKoAOV%2FjYuAK1W%2BvSdc95EJruKhaMdFZcdSRnlwftTX1%2FqRrUmzju15IrWgS1VAL94MfKL5W25qj8BeNJSyHyBr4foMPi8RIGhvP4pmseFbqiAWkUAUqb6caJ313EDF6S%2B6DxtOAS8HKotEI4HZIPQd%2BmbDsie87RCUhc%2BgC8sScBBxpJlnc32Q%2BLbMq%2BoFvyP%2FA50w6kOKr4u557eA8UGuwZYjSq9i0%2BkUDS19tBUlRVaPc3Zp6jjhG4spzBN2GboEFuYmobWwlLYMdChFjRWU0lEFGkE4XAR09FAALjHEXDMnDWI1be8EEAJfoWAOQ5VN8FkA%2BJPcZcnG3Ku86okiV94eB77CtQmwTMo0SzrnY5JY6%2B62Ul7crLB9mErIaK6fO3FapinshytrUuVhppZFWTVV3kJGtobtEoRln%2BTQxxyjdLuVcYsolny%2BlO5Sc1coOkmPe7I%2BpXtkHio5JJ0KnU3XJlgGGaSRRGYk8QoHhRUZcaqciig5qZfHVOcYsiaH2y%2BEE2X3hm7LkaVsRbKFGclo1rxhS55aHhVqGEJuLP4qtZkWHVLvqzqDiRiOSaaesvANld2Tyo46j4VWSjjt4RzHascyc7mrw3T7vjwjViXd9KgBlOMQJjPA6hVjOEJN9cnczU2bQGOdVeegX3Lpfr2XJeb2fsoIqXCWOWvbuNLZHdrWd77ta8KCQqYUjJlA8Pi7b0SSy3M5bEg1muYgoBUHOu8rvGEYgodt0s5l95YtH2iUw9NwNXiHhBixGxTgk13FbewK9pZPzndiBDoqzMjJE5LFEblwwW91VJFa6n%2B7WsjOQ232U4cLA%2BFOQa3Va5vwy8Qj%2Bx8Xn15vMp%2FTjtgP9dBP6%2Ba707X1UV9chTGLPdZH687%2Bd2pCvyK9TW%2BmmBQiCNuy6dZQsinpi2nCF8n0%2B%2FbjK%2F%2FyXwLcv%2Fwc%3D&RelayState=8e0ff7c1bc1142d88da74f4c3e2bbcee&SigAlg=http%3A%2F%2Fwww.w3.org%2F2000%2F09%2Fxmldsig%23rsa-sha1&Signature=iFrx3B%2BJgsRTnVV2Wr5bVx9nzab08fMljA%2FBES2wqU3bHnAx%2F9sNQcPZoaqSnMuQa3X7l91PZjiuZqwGlyAXn912ZhyHkZml9TDitaNmP94lv2x8djiHsnTgFSwv8YgiyxKFrwlB4z4DS4%2B%2Fnt6a5%2FpH7ZRBcU%2FZIPmnAZf0XfNHfsDgyi1%2FJDNHPSkcmJtjYHVJ1jN8o4gvCBWXnw91JMT0TleTE8ueFS8lek83UksGAabYYvzfkoTIT6K7lUzOkp5qlqRBOYrfOjrrQfxQQv1ubNOukXMOWV5A7RAvW%2FJnF6dU9FDDHI%2Faz7YBLR%2FPF2p%2FnnNsT9Mv0tRlVYPxsg%3D%3D
https://paloaltonetworks.okta.com/app/paloaltonetworks_theloopv2_1/exkwd5n1w3FpSKEZt1t7/sso/saml?SAMLRequest=nVhZk6LYEn7vX1HhPBrVrCpUTPXEYUdZBATElwl2kFVW4ddfyurumu47271GGMHJk3nyyy8zMY%2B%2F%2FnYv8qchbNq0Kl9XyGd49duXT7%2BWLfwC%2Bi4p9fDWh233tGiV7csifl31TflSuW26LN0ibF86%2F8UAsvSCfoZf6qbqKr%2FKV98NkL83cNs2bLrF94cF%2BrpKuq5%2BgaBxHD%2BP2OeqiSEUhmEIJqFFKWjT%2BJfVk8i8rtLgeVSnkhl65Rhah1G1S3z1ZH2LZnGw6LVtH4pl27llt4hgFH%2BGyWd0c0LwFxx%2BgcnL6olZQkxLt3tYvTlvF%2B%2B1m1du3lVl2I1Vk7Wfq6xzP%2FtVAbl1%2FV%2B7v3dJmFdVPaC%2FI1B4z8ZgUyIjxtXGgb10SLeD2raCWrfI3yAdl7jTIXxdRW7ehqun41feqLQM0jL%2Be868d6X2RTidjs9H1TitnsA3HumqbPsibIywGVI%2FNHXpI6K8itPyc94XSwDtI5IBeUBCfTfPPdfPVl%2BW1CMvD86aJ65qCrf7ezBvkiUN0UP1JSy7tJtWX%2F7ZI9TWEL5Dkd0GJkkMwZHddkkw5ofhDvGeA9THnnHExZ6JaEM%2BhyQewggWhVt49yv0gfANLfpipPGSu74Jn8TgdfV9haw%2BtsNALKPqfU27ZVWmS8Tp%2FMi4HHZJFTyBPK6atEuKvyg%2FBELgt%2FJ7Du%2F%2Bs4%2Fg5S8r6Cf%2F%2F%2FKkHwq5ad3nNnGRb4fpYRQ2YemHT6Yuvq5%2B%2BdMSf1c9NW7ZvhHf%2FrT%2B3xCE5bBUbh0Gz%2B23QL6B%2Bfcn%2Fjk70J%2FBZNJ4abf%2Fh6s%2F8vR%2BiuXmffhFwW%2BEOkyVipmdKeO1B2836%2FmOJXT2%2Bo7hj9rvku88f13%2FXCXfk%2FpuFBU%2BnqnxWqKO0NDUEV0dN3d3XYlGkDAa2uE0Meu1cGPXCqXdhVAnecibLBLj%2BN184ORPIAmuiVYPkS2IGECDqlPCyIhEZ%2BTLAEHRVBfpWkq16ojijIIYwuE8bBnFdvdzsddR7RMNqc3t4M4JBusOXZqy7MSeREGiFQWJkOEAqeRA6fduERnrKLQJDN7RvdjOTcfv5Wn%2FaadFiRASJ8a3fXPN9Eo2nmiUUjHyFq69tRGTeWreSm2e7TIlSP1i%2B7qRbZBIWlvs4DSfujSuE65ECiS%2B7gKdNu5OVIs21ezApVehPkcKDrh7DMP0ANxTndmQdZNcjbau9NLUt58uh%2FvGuPVwMAXSzZToYn8AE3h9%2FcjAHxh%2FZOEQTh8pOS%2BvCsbt3I8V%2FfbOi5Ze7sIvsijy8ZWmKfUWg1GkQCxqprETLCUiWz5cX0wvPSpMy85AoeLslmQpT44wBbSRAwxly1o70prDWJrGs%2BOeN6%2BsKoORB4jJ0onM6SjXX%2FjsrswAoWLFooB8krIg8Qq9Frn9STMo1kORxLXx2Cq41rX1JODzwUup08VWEL8wYxO1pqCwJpFVKJGRRyHxFfmqjfLM4jIDxrev%2FZCZo8IssquMqCdzY1%2BBJ%2BvZyI0PfAx7p2bHRlqpuCOezY2%2BIPcOSnYLB5R4%2FTk%2BlgNApYFGgLd9Oj4szyzoYYjQHP1sph2SHS9I74hVd4i0XCqHbCfc%2BgkqTusLHk0MNMUuUR5w%2B7avfW7UKZYNo6oMqIqhHYqhpqivDzAyXW6bpE2i1HbV3bbbquBS8IbF5Ynj37zQwHB%2BC6Dpwo9qUlrZEN5jI5WjAr2m6hlUrsmPPJ%2FQSH0e8bacJ0SiS7%2FZwc1Ui%2F00iQ1ndwCZi67m5amk%2BZ1cRQhzxOE7P%2FX2RF4dt6Rvd4dgDfc%2BdYw9ZOK5Jtf6%2Frq%2FuMEmoFHyfFDanSH5nL%2BP8u2oEhg%2FQ10Nn%2Ft2DM2jkE9c2Z5rAc3PpR%2FNLn87Whdem4%2BCsu%2Bv611xzOXT4HRmBlfWfWNK8ImTRVTea8Q8nNejyAANUBUuMtSJpsHIjsJbznT4SlHxyFXAjHXewApnqj3Kk2ck1%2FAzgQCtI1x8FLSHrkpRDsuxfXDScBunzDaY1UqIWVm3MD7TIkQG%2BFtdBszIUtC4JHMUuYoB8ltdCrpMgYhgwRUsAviht9c0W6Y0nqZbHmgmR43yAiduqJjlKM1nwJXaP2wNwGrXpbKZRXd609Wo9sq%2B9ZIr0%2BYojo54GB2K0kwBxKzNoQkcCNSspsTgo9Z1qffSmzZXD4UHDaFOMoh5qggpBrA0ONELA3%2Bw11g2mClEZvEPXDOgk2xfBYI%2Bvp3pYHtYKpXcwfT6ghKPGpfg954zc4XSebJz7Lz%2Fod%2FyN31rulhK7peX3M8USl4w%2BaX2A34Z8Pw7frCVJnLxpYw%2F%2B5IZ9sEfq2k3mU5pVlASzx57T7A650yN%2FiNWlOaEAAumzV%2F2ZAScw8MvEOxQE1kQGzSwRzaOl4qwHRBozJG1vB4xNkQDqYJN5rVUDzVfcqXRgPPuMFJw3mFzO%2B5osHycjZEFgbQ8LbmneJnVaJFpRK%2B4y0wk3%2B01rndOaESMO1utit0h1bmhgz14PN%2Be0ASklHiaLdoEtxNxL5LMEkI390KyRoZT5820rWzJogtCl9qdNAoFB%2BlK9zq326FdgeH4zgyWH63jOc57Nlf85py07V3KtZqNygUTdc0POtIRy6O2pN4fdU2MbXzT8akVjYISauG29wPZ1ypbc2TupDE7y9lda%2Fh2gfezSIsaE0%2FCkSg5Rmx3M0ihEpTeRjFUfbMXMGpNbIPa04BLwvKsUQhgN0g1BX6RMIzKdS2iEJDZtwGh0iqPI%2FUoCduLxKXFtYy%2B4%2Buzr%2FicUQdifJbdLaftnTtq9bYEkXoZm1Y3a2DuyjUvyopiFJtLXU0RS4tscYygS9%2FOMC%2FVEbmOraShsX0uYIwgD4bcSwjS6gKgorsMYJ42brwhehijsUsvmADgIhVrALJ8krsGkA9J3RU5uWuFcx1BIIvb3cA32FrerRMijRLWOdnEmjz6jZgVlzMs7ScCsmorI4%2FsWi7zWy5I2ti6WGGlkVaOZbuXkLWhu7tcM46SOtKHKF3PxVRg8imbToXbF6zVSA6SYd7kD6le2nuSigknQke1PF3nHoYpJFFokThAgeFFRlxoah5Fe6W0uPIYY5ZIk9t5r0J2l%2FumJHraWgBrqBadRslKmtDZ%2BW6hlsHH5uwPQqNZ0T7VzrrTK7hRC0TaygvvQN4c6Oyg42h4FsXDBt6QtHYork57Nrh2m3UHhGyFmz7mgDScnQoGeLmFWE4fE11yc6%2FLDIHGOKdIfTfj1u18LgrW6%2FyU4RX%2BLLLkvHXHoTkwi%2B1021S8B4V0xR8wnuTwYV4P5u6a2VlDoMEk5REpI8hxU%2FotTfMEdBkvNr0tfeFAuTsMPba9l4u4AQtRPvTJeVhXHk%2BtqeR4221AC8XXZe4SkPscuXFOr3VXFhnxpt6seWMgl9sgwbmBcWqQaVVaZNw8cgj%2BdfD5eZL5kL5PO9APk9CPs9KXx1VdWS5hInOs8tSf%2FvHWhnxGfr61FW6agyBowrZdrpJ5Xo10Ey5Qvt1P30f5H%2F8S%2BPLpPw%3D%3D&RelayState=608653d129814c9c848d35b4d1f8e9a7&SigAlg=http%3A%2F%2Fwww.w3.org%2F2000%2F09%2Fxmldsig%23rsa-sha1&Signature=sxiBiRwfhbe3wevdvOdsRdD%2FqN2pB6aZsWWOI%2B%2FJWEq9O%2B59nI0S7Vi1kmcUMJNRub8ymkYqKegA3gYiJo3ThANGYNcQIgfZIba10q7z57aD9Lm3P0mstVxbRiONnLHuJduEXksEnBRWfaAoT4nTOa8QyBwTzO55wa0n%2F00m5JduzqJ%2FYtkQxDe9SBbzaUTQ8a%2F5EV8vGCD36DMtf3Cv%2Fp87eMGOad6059KPBxL38%2BLd37%2FkHS8Ft4reo7YNt4nJ9j9beRCv3mcV0FsLT3xSzl9BjpqGbDhR1GljEgZG4%2BsOtYxLo7iCL0aAHO7KzUjibWVfhTuTHqmDeZg%2BrtjvPA%3D%3D
https://drive.google.com/file/d/1wJv7RBsVzW_pZ_HHtXUjxql-1Uvdi7qU/view?ts=66689d93
https://drive.google.com/file/d/1wJv7RBsVzW_pZ_HHtXUjxql-1Uvdi7qU/view?ts=66689d93
https://theloop.paloaltonetworks.com/loop/doing-business-with-governments-guidebook-20171201
https://drive.google.com/file/d/1gxB_8x05ZsVcJyzL4Qjvt5Gicz50tQSM/view
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Business Courtesies

Building goodwill and fostering positive business relationships are key parts of 
our Company’s success and sometimes involve an appropriate exchange of 
business courtesies. We must always use good judgment and common sense 
when giving, offering, accepting, or exchanging business courtesies. There may 
be a time and place for giving and receiving certain gifts and hospitality – but 
these exchanges must never influence our ability to make impartial decisions.

Ask Yourself…

When evaluating whether a business courtesy aligns with this Code and our 
policies, ask yourself: 

 • Is there a legitimate business purpose behind this exchange?

 • Will this gift or invitation seem improper, overly lavish, or in 
poor taste?

 • Does the recipient’s policy allow them to accept this courtesy?

 • Is this a cash gift or a cash equivalent gift card (such as Visa or AMEX)?

 • Does this exchange reflect poorly on Palo Alto Networks?

How We Empower Integrity:

• Never offer or give business courtesies to gain an unfair business 
advantage or favorable treatment. 

• Remember, exchanges of business courtesies should be infrequent 
and appropriate.

• Always obtain pre-approval when inviting spouses, significant 
others, friends, or any other guests of government officials or when 
exceeding the threshold values in our Business Courtesies Policy.

• Don’t offer, give, solicit, or accept business courtesies that create 
an actual or perceived conflict of interest, such as offers during 
active late stages of a request for proposal (RFP) process or during 
or immediately preceding a recipient closing non-routine business.

• Be aware of specific rules that apply when working with 
government officials.

• Don’t give or accept cash or cash equivalents (such as cash 
gift cards).

• Understand that all business courtesies must comply with our 
policies and the law – meaning they should never improperly 
influence objective business decisions.

• Do not exchange any gifts or hospitality that could be considered 
illegal or inappropriate, or that could reflect negatively on Palo Alto 
Networks. 
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Business Courtesies (continued)

Secured by Our Values

Our integrity is not for sale. We show the world that we live up to our values by 
establishing and nurturing business relationships on the basis of trust. 

If you have any questions about whether it is appropriate to give or receive a 
business courtesy, need help with identifying public sector recipients, require 
pre-approval, or want to ensure an exchange of courtesies does not violate any 
policies, laws, or regulations, contact the Global Ethics Team for guidance.

RELATED RESOURCES:

Anti-Corruption Policy 

Business Courtesies Policy

https://theloop.paloaltonetworks.com/loop/palo-alto-networks-anti-corruption-policy-8-29-2019
https://theloop.paloaltonetworks.com/loop/gifts-gratuities-and-kickback-policy-20171201-pdf
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Public Sector Compliance

Palo Alto Networks is a proud provider of products and services to 
governments around the world. Government procurement laws, rules, 
and regulations are often complex and can vary widely between jurisdictions. 
When we are involved in supporting and facilitating public sector business, 
we must understand and comply with applicable laws, regulations, and 
government contract requirements. We always take every reasonable 
measure to protect all information against unauthorized disclosure. 

Secured by Our Values

When we work with honesty and integrity, we can earn and maintain the trust 
of our government partners. 

How We Empower Integrity:

• Understand that our work in the public sector requires us to always 
make accurate statements, certifications, and representations 
about our business.

• Confirm pricing, proposals, performance, and information 
submitted in support of a government contract are current, 
accurate, complete, and free from false or misleading statements.

• Never improperly use nonpublic information relating to public 
sector transactions, including competitor information such as 
sealed bids, cost and pricing, or other proprietary information.

• Avoid organizational conflicts of interest, always properly and 
timely disclosing any relevant conflicts of interest.

• Be aware of limitations in recruiting and hiring. Do not discuss 
employment or business opportunities that personally benefit 
a public sector employee involved in business with Palo Alto 
Networks.
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Trade Compliance

At Palo Alto Networks, we’re committed to complying with all applicable 
trade regulations, including, among others, embargoes, export controls, import 
controls, sanctions, and boycott laws. Global trade regulations often go beyond 
mere sale and resale of products and encompass shipping, support, testing, 
carrying test prototypes across borders, hiring nationals of certain countries to 
work on certain intellectual property, and providing access to software or code, 
even temporarily. 

Many locations where we do business – particularly the United States – have 
strict trade controls against countries which limit where and with whom 
we can do business. We respect the rights of governments to regulate how 
goods, information, and services flow across national borders and expect 
the same from our business partners, customers, vendors, and suppliers.  
Non-compliance can lead to serious consequences, including civil and 
criminal charges and penalties, suspension of trade licenses and export 
privileges, and harm to our reputation. 

Look Out For… Export Controls

Trade compliance can be a tricky topic. An export encompasses the physical (our 
hardware) and non-physical (our software, source code, and technology). In general, 
an export is a shipment from the United States to a foreign country; a shipment 
from one foreign country to another foreign country; and an in-country transfer. 

Sometimes, it may be difficult to recognize what could be considered an export. 
For example, in some cases, an oral presentation containing technical data made 
to foreign nationals in the United States may be considered an export subject to 
control. Be sure to contact our Trade Compliance Team for guidance anytime you 
are uncertain or have a concern. 

How We Empower Integrity: 

• Know the trade controls applicable to your job and understand 
how to comply with them.

• Never conduct business with parties that are subject to applicable 
sanctions or trade restrictions. 

• Direct any questions you have about trade laws and regulations 
to our Trade Compliance Team (trade@paloaltonetworks.com). 

• Immediately escalate any concerns about potential violations of 
applicable laws and regulations by Company staff, business 
partners, customers, vendors, or suppliers to the Global Ethics 
Team (ethics@paloaltonetworks.com). 
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Trade Compliance (continued)

Secured by Our Values 

Conducting our business with integrity means that we understand the requirements 
for where and how we can operate. It’s crucial that we uphold our commitment to 
operating in compliance with all applicable trade laws and regulations and take 
reasonable steps to ensure our customers, business partners, vendors, and suppliers 
do the same and help uphold our values.

RELATED RESOURCES:

Trade Compliance & Logistics 

CEO Export Policy Statement

Trade Compliance Letter 
to Partners

https://paloaltonetworks.okta.com/app/paloaltonetworks_theloopv2_1/exkwd5n1w3FpSKEZt1t7/sso/saml?SAMLRequest=nVhZk6LYEn7vX1HhPBrVrIpUTPXEYUdZZBdfJthFVlmFX38pq7truu9s9xoawUkyT375ZSac9Nff7kX%2BNERNm1bl6wr5DK9%2B%2B%2FLp17KFX0DfXUo9uvVR2z0tWmX7sohfV31TvlRemy5Lr4jaly54MYAsvaCf4Ze6qboqqPLVdwPk7w28to2abvH9YYG%2Bri5dV79A0DiOn0fsc9UkEArDMAST0KIUtmnyy%2BpJZF5Xafi8F%2FRRIrk9V4aZUGSouXqyv0WzOFj02raPxLLtvLJbRDCKP8O75Wsi5AtOvMDb8%2BqJWUJMS697WL05bxfvtZdXXt5VZdSNVZO1n6us8z4HVQF5df1fd3%2FvLlFeVfWA%2Fo5A0T0bw02JjBhXGwf23CEdAbVtBbVekb9BOi5xp0P0uoq9vI1WT8evvFFpGaZl8vec%2Be9K7Ytgmsfno2osMYNvPNJV2fZF1BhRM6RBZOnSR0R5laTl57wvlgDaRyQD8oCEBl6e%2B16Qrb4sqUdeHpw1T1zVFF7392DeJEsa4ofqS1R2aTetvvyzR6itIZxAEWIDkySG4AixXRKMBVFEIP5ziAbYM4542PMu3pDPEYlHMILF0RYmfoU%2BEL6hRV%2BMNFly1zfRkxi%2Brr6vkNXH7SgUy7h6X9NeWZXpEnE6PzIuR92lCp9AnlRN2l2Kvyg%2FBELgt%2FJ7ju7Bc4Dg5S8r6Cf%2F%2F3KnHwq5ab3n9uIh3zbTozhqojKInixdfF398qcl%2Fq5qNl7ZvhHf%2FrT%2B3xBE5bBUbh2Fz%2B23QL6B%2Bfc7%2Fjk70J%2FBZNJkabf%2Fh6s%2F8vS%2Bi%2B3lffTlpogXdJBvm3XIqw1%2F37Chn%2BIaXhbi6zuGP2q%2FS77z%2FHX9c5V8T%2Bq7keB1J2ULNa6yjqtrZtgSpMDr0z2O3cbKDzZmbCYnI1nbpWLYl9b4ibojrYO6TJKNKlx9ArqUh1SMn6ss7LjyfCrM4BaYhCzH0fmYTlM9C8cTTR2Ju6k1rDXUzrEnJS%2FrVZo9StonlMLl2O76gORo5zxiSVhO16nhaaIDRKJxTsBLBHL2jpA7NQjBNGO7Xs83zC%2FXeqo29ScTc7YkfTB6QEYQI6qEW93lRBMmRaLPe5wupjGRt86VGw4qfpwhnEJYvtthpi7BjlFgnzj1RO4E39XZS7Y3m0DWsahA%2B4pPanoNuxfTOmYRKbvn7i6T7vk45BUm5Lprh1Ur35j607C1ohPjMYrhabE%2FSBWxpavx9fUjA39g%2FJGFQzR9pOS0PCoYr%2FM%2BVvTbMy9eermLvsiiyCdXmqbUWwJGkQKJqFkGIdhKTLZ8tD5bfnpUmJadgUIl2e2SpTw5whTQRg4wlCNr7UhrLmNrGs%2BOe966sqoMRh4gFktfZE5Huf7MZ3dlBgiVKDYFZFPKwotf6LXI7U3NoFgfRS6egyd2wbWeo19CPh%2F8lDLPjoIEhZVYqD2FhT2JrEKJjDwKl0CRr9oozywuM2B8%2BzkPmTUqzCK7yohqWhvnCnxZz0ZufOBj2Ds1uw7SSsUd8R1uDAS5d1GyWzigxOvP8bEcACoNtB14u08nh%2BWaBT0M7TRXP1lph2THM9K7YtUdYi2XyiEjhFs%2FQYW5PuPxxEBT4u3KA%2B7c9nXAjTrFslFclSFVMbRLMdQU9%2FUBRqbzbXNpL3HqeCqx7bYqOBe8YXP5xQ1ufmRgOL8F0HTmR%2FVS2tkQ3RMjleMCvabqCVSexY88f6GR%2BjTibTlPiESXQUPAzVSL%2FTSJDed0AJmLrublqaR5Qq5ihDni8J2femcir65X0re7u2MN7z51jDNk4qkm1%2Fr%2Buj974SakUfJ0UFrCkAIu2Mf5dlR3GD9DXQ2f%2BnaMrKOQT1zZnmoBzU9lEM8efzvaZ16bj4Ky769rojjmsjm4nZXBlX3fWBJscrKIynttNw%2Bn9SgyQANUhYsMZdI0GNlReMuZDl8pKhm5CliJzhtY4U61T%2FnyjOQaftohQOt2Hj4K2kNXpSiX5dg%2BNDXcwSmrDWe1EhJW1m2Mz7QYkQH%2BVpchM7IUNC7JHEWuYoD8VpeCLlMg3rHgChYB%2FNDba5ojUxpP0y0PNIujRnmBkzRUwnKUFjDgSu0ftgZgtetS2cyiO73palR7Zd96yZNpaxRHVzyMLkVplgAS1uHQCxwK1KymuyFA7etS76U%2Fba4%2BCg8aQpkySHiqiCgGsDQw6YWBP9hrLBvOFCKz%2BAeuGdDLs6UKlzfe254utoelUsldTK%2FP6O5R4xL83nNWrlA6T3auk%2Fc%2F9Fv%2Bpm9PZ1vJg%2FKcB5lCyQumoNR%2BwC8Dnn%2FHD7bSRC6%2BlPFnXzLDPvhjNe0m0ynNCsrFd8beF%2BzOPVFj8IgVpTkhxMJp85c9GQP38PALBCfSRBYkBg2ckU2SpSIcF4Qac2Rtv0eMza6BVMEh81qqh5ovudJowIk4jBScd9jcjgQNlo%2B7MbIwlJarJfcUL7MaLTKN6Bd3mYnlu7PG9c6NjJjxZrtVsTukujd0cAaf51sTvYCUEs3Zpi1wM3f34pLZQuTlfkTWyGB2%2Fkw7ypYsujDyKMLUKBQcpCvd6xxBoF2B4ThhhWWIHE9J3rO5EjSnS9vepVyr2bhcMFHX%2FKAj3W651JbUB6OuiYmDbzo%2BteNRUCIt2vZBKAda5WiuzJkaQ9guca3h2xnezyItakwyCcddyTFiS8wghUpQ%2BhvFUPXNXsCo9W4b1r4GPBKWZ41CALtBqikMigvDqFzXIsoOsvo23Km0yuNIPUrC9ixxaXEt4%2B%2F4%2BuwrPnfUgZicZG%2FLaXv3jtq9I0GkXiaW3c0amLtyzYuyohjF5lxXU8zSIlscY%2BjctzPMS3VMrhP70tDYPhcwRpAHQ%2B4lBGl1AVDxXQYwTxs33hB9jNHYpRcsAHCRSjQA2cvL%2FBpCASR1V8T01grnuYJAFre7gW%2BwtUysL7s0vrCu6ezW5DFoxKw4n2BpP%2B0gu7Yz8siu5TK%2F5YKkja2HFXYaa%2BVYtnsJWRu6R%2BSacZTUkT7E6XoupgKTzWwyC68vWLuRXCTD%2FCkYUr109iSV7NwYHdXSvM49DFPIRaHF3QEKDT82kkJT8zjeK6XNlccEs0Wa3M57FXK6PLAk0dfWAlhDteg2SlbSO52d7zZqG3xizcEgNJod71PtpLu9ghu1sEtbeeEdyJsDnR10HI1OonjYwBuS1g7F1W1PBtdus%2B6AkK1w08cckIZLqGCAlynEdvtk111u3tWSaDTBOUXquxm3b6dTUbB%2BF6QMr%2FAnkSXnrTcOzYFZbKfbpuJ9KKIr%2FoDxJIcP83qwiGvmZM0ODScpj0kZQY6bMmhpmt9B5%2FHs0NsyEA6UR2Dose39XMQNWIjzob%2BchnXl89SauhxvxAa0UHItYkNA7nPsJTm91j1ZZMSberPnjYGcb4ME5wbGqWGmVWmRcfPIIfjXg8%2FPJ5kP6ftpB%2FrhJPTjWenLY1RXliFMZI5VngbTP05tyGfk56mt8NIchGETte0ySuZ5NdJNtED5Np%2B%2BH%2BV%2F%2FEvgy6f%2FAA%3D%3D&RelayState=9102c72f102c436c94d5dc2518df8ff8&SigAlg=http%3A%2F%2Fwww.w3.org%2F2000%2F09%2Fxmldsig%23rsa-sha1&Signature=tyZSaSaaQzBFVHwLFfzrxgMuNvLJB0Jv3SDhSttq%2B7a1QM74hI%2BFPW6o4j07uIeUUn4kDwRpxzBGgPiwVXQ%2FLGtLg9srQKTjLQPTePScAD7FxH2Aj86T8yIgHrXsoS1VHA3IjMA5RQPHlfXpSgd0Fn84if4zGB1JMSzM1qxgYehGLvkRmmyTbBLypy8tSvA0qVMIJUtFDig9Fte3MwvTM0iLnNpr0LNMlbi4DNc5yqvtE63izuaVo20n2XSNSx8FMlgOLAcBMzcbsPsrViApAqyaHVsGIhUheMVrvZ%2FKaD34qa%2FdzWRF1KltCw1vpzIq8xyUsFtNbXOfxvNJb9s65w%3D%3D
https://drive.google.com/file/d/1TQo9MP2t9TBT08NzaLz-dBtiQWA10hfs/view?usp=sharing
https://drive.google.com/file/d/1ErPcJOhhzUTEqJlbIzOOIyMBB5ZOJDa2/view?usp=sharing
https://drive.google.com/file/d/1ErPcJOhhzUTEqJlbIzOOIyMBB5ZOJDa2/view?usp=sharing
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Insider Trading

Insider trading occurs when someone who has material nonpublic or inside 
information about our Company or other companies buys or sells securities or 
enables others to do so, benefitting from inside information they have that the 
market does not.

Not only is insider trading unfair – it is also illegal. We must follow all relevant 
laws and regulations prohibiting insider trading and recognize that it is unlawful 
to buy or sell securities based on inside information. It is also against the law 
and our Company policy to “tip” or share information with anyone who may 
trade on that information.

Terms to Know: What is material 
nonpublic information?

Material nonpublic information is information that, if made public, could affect a 
company’s stock price. Examples of material nonpublic information include, but 
are not limited to: 

 • Unpublished financial data such as earnings

 • Changes in executive management 

 • Marketing strategies or product developments 

 • Mergers, acquisitions, tender offers, or entry into joint ventures

 • Potential mergers, acquisitions, or divestitures 

 • Gain or loss of a key client

How We Empower Integrity: 

• Never buy or sell securities based on material nonpublic 
information. (This includes information about Palo Alto Networks 
and any third parties with whom we do business.)

• Know how to recognize material nonpublic information and do 
not share it with others outside the Company or with Company 
employees not authorized to receive this information. 

• Understand that “tipping,” or providing material nonpublic 
information to others to facilitate trading securities, is illegal. 
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Insider Trading (continued)

Secured by Our Values 

We inspire trust, and we live up to it. You may encounter inside information 
through your work at Palo Alto Networks, and if you do, you must keep it strictly 
confidential and avoid participating in or enabling others to participate in any 
trading based on material nonpublic information. Conducting our business with 
integrity means keeping our inside information, inside.

If you have any questions about whether something qualifies as material 
nonpublic information, please contact the Legal Department or the Chief 
Compliance Officer. Further details regarding insider trading as well as our 
trading blackout periods are contained in our Insider Trading Policy.

RELATED RESOURCES:

Insider Trading Policy 

https://theloop.paloaltonetworks.com/loop/palo-alto-networks-insider-trading-policy-5-23-19
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Conflicts of Interest

Conflicts of interest can happen when our own personal interests conflict with, 
or even appear to conflict with, our responsibility to act in the best interest of 
Palo Alto Networks. Conflicts of interest can prevent us from making objective 
business decisions, which can keep us from doing our jobs objectively. We 
need to avoid conflicts of interest – and timely and appropriately disclose 
and manage conflicts when they do arise – so that we can perform our jobs 
effectively and maintain our reputation of integrity.

Ask Yourself…

Evaluating potential conflicts of interest is not always easy. When faced with a 
potential conflict, ask yourself: 

 • Could this relationship or activity compromise – or even appear to 
compromise – my ability to work fairly and objectively at Palo Alto Networks? 

 • Could this relationship or activity compromise – or even appear to 
compromise – my job responsibilities?

 • Could this activity harm Palo Alto Networks or customer relationships, or 
result in the use or disclosure of confidential and/or proprietary information?

 • Could this activity or relationship create the appearance of impropriety 
or misuse of my position for personal gain or benefit (whether to me, a 
close family member, or another organization with which I’m personally or 
financially connected)?

If you answered “yes” to any of these questions, the activity or relationship may 
present a potential conflict that must be disclosed to the Global Ethics Team.

How We Empower Integrity: 

• Understand how to recognize a personal conflict of interest that 
could compromise your responsibilities to Palo Alto Networks or 
impact your ability to perform your work impartially.

• Never use your position at Palo Alto Networks to attempt to obtain 
improper personal benefits. 

• Don’t accept gifts or hospitality that may influence, or appear to 
influence, business decisions.

• Keep in mind that sometimes the interests of immediate family 
members or individuals with whom you have close personal 
relationships can also create conflicts of interest.

• Disclose any potential conflicts of interest to the Global Ethics 
Team as soon as possible.
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Conflicts of Interest (continued)

Executing Integrity: Examples of Conflicts of Interest

While it is impossible to identify every potential conflict of interest, here are 
some examples of different types of personal relationships and activities that 
can create potential conflicts of interest and must be disclosed:

 • Outside Employment: Participating in outside work or activities 
must not interfere with your responsibility to work fairly and 
effectively for Palo Alto Networks.

 • Service on Outside Boards and Committees: If you plan to sit on 
the board of directors for an outside organization, you must receive 
proper approval from our Company first. 

 • Close Relationships: You may not be in a direct supervisory 
relationship with, or take part in the hiring or selection process 
involving, a relative, romantic partner, or close friend. Directing 
business to or engaging with entities that are owned or managed by 
related parties or close friends will also create a conflict of interest. 

 • Financial Investments: You may not hold an undisclosed financial 
investment in an entity that is a competitor, supplier, customer, or 
business partner of Palo Alto Networks if such an investment could 
be an actual or perceived conflict of interest.

 • Corporate Opportunities: Do not take, or direct a third party to take, 
advantage of opportunities that could benefit Palo Alto Networks if you 
become aware of them through your position here, or through your use 
of our Company’s property or information. Further, do not engage in 
activities that compete with the Company directly or indirectly during 
your employment with the Company, unless otherwise provided in a 
written agreement with the Company.

 • Personal Political Activities, Public Office, and Political 
Appointments: You may engage in personal political activities as long as 
it is separate from your role at the Company, and you do not use Company 
time, facilities, and resources. If you are considering running for public 
office or a political appointment in any federal, state, or local government, 
you must disclose and request written approval at least 30 days before 
declaring candidacy or accepting an offer for a political appointment. 



31 CODE OF CONDUCT: EMPOWERED BY INTEGRITY

INTEGRITY 
EMPOWERS US

TABLE OF
CONTENTS

SAFETY AND 
INCLUSIVITY

OUR LEGAL 
OBLIGATIONS

OUR THIRD-PARTY 
RELATIONSHIPS

OUR 
COMMUNITY

PANW AND OUR 
STAKEHOLDERS

Conflicts of Interest (continued)

Secured by Our Values

When we’re transparent in disclosing conflicts and potential conflicts, we live 
out our value of Integrity. Disclosing conflicts of interest does not mean we 
can never pursue opportunities outside of our work at Palo Alto Networks. 
Although we always want to avoid actual and potential conflicts of interest, 
oftentimes, we can work together to evaluate and resolve potential conflicts. 

The sooner we are made aware of a conflict or potential conflict, the sooner we 
can work together to resolve it. Seek guidance from the Global Ethics Team if 
you have questions about if a relationship or interest might create a conflict.

RELATED RESOURCES:

Conflicts of Interest Policy

Conflict of Interest 
Disclosure Form

https://theloop.paloaltonetworks.com/loop/conflicts-of-interest-policy
https://panservicedesk.service-now.com/esp?id=pan_sc_cat_item&sys_id=fcdcb69f1bb42d10c37964e1604bcbba
https://panservicedesk.service-now.com/esp?id=pan_sc_cat_item&sys_id=fcdcb69f1bb42d10c37964e1604bcbba


32 CODE OF CONDUCT: EMPOWERED BY INTEGRITY

INTEGRITY 
EMPOWERS US

TABLE OF
CONTENTS

SAFETY AND 
INCLUSIVITY

OUR LEGAL 
OBLIGATIONS

OUR THIRD-PARTY 
RELATIONSHIPS

OUR 
COMMUNITY

PANW AND OUR 
STAKEHOLDERS

Safeguarding Confidential and 
Personal Information 
In the course of our work, we will have access to confidential Palo Alto Networks 
information, and we may even have access to the confidential information of our 
business partners, customers, vendors, suppliers, or other third parties with whom 
we work. We are all responsible for recognizing and safeguarding confidential 
information, which includes protecting it from unauthorized use or disclosure.

We may have access to personal data. It’s important to always take the 
necessary steps to protect personal information and never use it unlawfully or 
inappropriately. Each of us is responsible for safeguarding this information 
by strictly adhering to data protection and privacy laws. Additionally, all 
employees must comply with the Palo Alto Networks Global Privacy Policy.

Terms to Know

What is confidential information?
Confidential information is information about Palo Alto Networks or one of our 
business partners that has not yet been made available to the public. Confidential 
information includes nonpublic information that helps us keep our competitive 
advantage, including:

 • Strategic plans about Palo Alto Networks 

 • Marketing plans 

 • Senior management changes 

 • Budget and operating information 

What is personal information? 
Personal information includes any information that alone, or in combination with 
other information, can be used to identify an individual. Personal information does 
not have to identify someone by name – a person’s address, birthday, email address, 
phone number, or even photograph can be considered personal information. 

If there is a need to transmit confidential or personal information, you should 
confirm the need to know with the data owner and that the appropriate data 
protections are in place before transmitting. The handling of this information must 
be in line with our Company Information Classification and Handling Standard. 

If you are looking for more information on how to handle Company information, 
consult the Global Privacy Policy.

How We Empower Integrity:

• Understand how to identify confidential and personal information. 

• Treat all confidential and personal information with care and follow 
all Palo Alto Networks information system policies and procedures. 

• Only discuss and share confidential information inside of Palo Alto 
Networks with those who have a need to know it. This is not intended 
to interfere with, restrain, or prevent any employee communications 
regarding wages, hours, or other terms and conditions of employment. 

• Never share confidential information with anyone outside of Palo Alto 
Networks without a legitimate business justification and appropriate 
internal approvals and non-disclosure agreements.

• Be careful not to discuss confidential information in public places.

• Collect and use private information only for the reason for which it 
was originally collected. 

• Do not record (audio or visual) meetings or communications without 
the knowledge and consent of all participants, even in locations where 
secret recording is not strictly prohibited by law or Company policy.
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Safeguarding Confidential and 
Personal Information (continued)

Secured by Our Values 

We show respect to our customers, partners, employees, and shareholders by 
keeping confidential and personal information secure. By safeguarding the 
confidential and sensitive information that relates to our Company, we protect 
our competitive advantage and maintain our reputation as a trustworthy partner.

RELATED RESOURCES:

Acceptable Use Policy

Privacy Notices

Information and 
Classification Standards

Privacy Statement

https://theloop.paloaltonetworks.com/loop/acceptable-use-policy
https://theloop.paloaltonetworks.com/loop/global-employment-policy-notice
https://docs.google.com/document/d/1hk9rcTncOPAU7ijOHhLo6XOE2lnwbnpWbj3WmaN4Tmo/edit
https://docs.google.com/document/d/1hk9rcTncOPAU7ijOHhLo6XOE2lnwbnpWbj3WmaN4Tmo/edit
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Using Our Technology in 
the Workplace 

Terms to Know
We depend on technology in our workplace to help us perform our jobs 
effectively – so it’s critical that we use these tools in accordance with our 
Company policies. We all must use technology safely and responsibly, 
including the use of our physical Company equipment (such as our 
computers, phones, or other electronic devices), as well as the use of 
our Company software. 

Executing Integrity: How We Keep 
Our Information Systems Safe

Our information systems keep our Company running smoothly, and we must 
work together to protect them. There are many different things you can do to 
keep our information systems safe, including: 

 • Protecting devices by updating your passwords in line with our Company 
Password Standard

 • Using password or personal identity number protection on all mobile 
devices (such as laptop computers or phones) that are vulnerable to theft

 • Locking computers when not in use to avoid unauthorized access 

 • Never downloading unauthorized files or software onto Palo Alto Networks’ 
systems or devices 

 • Never opening any links or attachments that could be phishing or 
attempting to gain unauthorized access to our systems and data

 • Understanding that Palo Alto Networks owns and monitors its systems, 
and that the Company maintains the right to monitor systems and data 
to protect them 

 • Reporting any possible security breach or loss of equipment to the 
IT Department as soon as possible

 • Notifying the Information Security and Global Ethics teams if you 
notice trends in your work environment which indicate a potential 
or actual insider risk or threat

How We Empower Integrity: 

• Use Company equipment and systems appropriately and primarily 
for business purposes.

• Understand that Palo Alto Networks owns our systems and has 
the right to monitor and may access any information that we send, 
create, or maintain on those systems. 

• Never use our IT network, systems, or devices to send or access 
anything inappropriate or illegal.

• Remember that Company equipment is the property of Palo Alto 
Networks. (This means that all equipment must be returned when 
your relationship with the Company ends.) 

• Only install software that has been licensed and approved by 
Palo Alto Networks. 

• Be aware of phishing or other attempts to gain unauthorized 
access to our systems and data.

• Follow IT security guidelines, including but not limited to the 
creation, format, and scheduled changes of passwords.
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Using Our Technology in 
the Workplace (continued)

RELATED RESOURCES:

Acceptable Use Policy

Password Standard

Secured by Our Values 

When we work together, we win together. We value Collaboration at Palo Alto 
Networks, and each one of us plays a role in protecting our Company assets and 
data by using our Company technology responsibly. 

Please contact the following with questions, concerns, and reports about technology 
in the workplace:

 • For General Inquires: infosec@paloaltonetworks.com

 • For suspected phishing emails: use the “Report phishing” function in Gmail

 • For security incidents (imminent or occurred): csirt@paloaltonetworks.com

 • For Company product vulnerability: psirt@paloaltonetworks.com

https://theloop.paloaltonetworks.com/loop/acceptable-use-policy
https://docs.google.com/document/d/12Q8j96MFm4fuHNVnhfcVfI-IS72zGEE8R1uVX1d2TqI/edit
mailto:infosec%40paloaltonetworks.com?subject=
mailto:csirt%40paloaltonetworks.com?subject=
mailto:psirt%40paloaltonetworks.com?subject=
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Protection and Proper Use 
of Company Assets 
At Palo Alto Networks, we all benefit when we use our Company assets 
efficiently. There are many different kinds of assets that belong to Palo Alto 
Networks, including our financial, physical, and intellectual property assets. 
Theft, carelessness, and waste all have a direct effect on the success and 
profitability of our business, and we are all responsible for protecting and 
using our assets with a heightened duty of care than we apply to our own 
personal assets.

Terms to Know 

What is a Company asset? 
Our assets include anything that belongs to Palo Alto Networks, including: 

 • Our financial assets, including unpublished financial data and reports 

 • Our physical assets, supplies, and other physical property, including our 
equipment and facilities

 • Our intellectual property, including our copyrights, patents, trademarks, 
and trade secrets

 • Our confidential or proprietary information, including our ideas, concepts, 
inventions, business and marketing plans, engineering and manufacturing 
ideas, and designs 

 • Our technology, including our computer equipment and information systems

How We Empower Integrity:

• Use Company assets for only business purposes, including email.  
While limited personal use of the internet is permissible, ensure it 
does not interfere with your job responsibilities. 

• Protect any devices that contain data or information about our 
Company or that connect to our systems. 

• Safeguard our intellectual property and report any concerns about 
unethical or unauthorized use of our intellectual property, other 
assets, or improper use of intellectual property of others.

• Always avoid waste and use good judgment when incurring 
expenses on behalf of Palo Alto Networks. 

• Follow our Company procurement procedures, and only engage in 
transactions and expenditures with proper authorization. 
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Protection and Proper Use 
of Company Assets (continued)

Ask Yourself… Using Artificial Intelligence (AI)

In your role, you may encounter AI tools that might seem like they could assist you in 
your work – but it’s important to consider the potential risks to our Company assets and 
network before doing so. Before using any AI tool, ensure it adheres to all relevant policies, 
standards, and required reviews and approvals. All use should adhere to our Principles for 
Safe and Responsible Development, Deployment, and Use of AI. Ask yourself: Is it - 

 • Secure: Palo Alto Networks uses secure development principles and best 
practices throughout the design, development, and deployment of AI systems, 
designed to protect the confidentiality, integrity, and availability of the 
underlying AI model and its associated data. 

 • Safe and Robust: Palo Alto Networks uses and develops AI systems in a safe 
manner, with careful consideration of the intended and unintended uses or impacts. 

 • Valid and Accurate: Palo Alto Networks evaluates AI system development and 
deployments, assessing whether they are fit for purpose and produce accurate 
responses that track with the model’s intended objective. 

 • Free of Bias: Palo Alto Networks implements best practices in its design and 
use of AI systems and the data used to train or validate performance of AI 
models, with the objective that they do not produce discriminatory results.

 • Transparent and Explainable: Palo Alto Networks discloses how AI is 
incorporated into a particular system, and how the AI contributes to the 
system’s output, in a way that allows users of the system to understand the 
system’s output and use it in the proper context.

 • Protective of Privacy: Palo Alto Networks designs AI systems using privacy best 
practices to protect personal information that may be processed or used within a 
particular AI deployment, and to satisfy applicable regulatory requirements. 

Executing Integrity: Protecting Against 
Cyber Threats

Palo Alto Networks is constantly working to make a world where each 
day is safer and more secure than the one before by responsibly using our 
technology. Palo Alto Networks is the world’s cybersecurity leader, working 
diligently to protect our customers against cyber threats. Because we are on 
the front lines of protecting others, we are also a target of malicious threat 
actors. Hacking and cybercrime are threats to our Company assets, so it’s 
crucial that we all take every reasonable precaution to keep our systems 
and tools secure: 

 • Follow all Company policies and procedures designed to protect 
our systems from unauthorized access. 

 • Use strong passwords, and never share your usernames 
or passwords. 

 • Be alert to phishing, smishing, whaling, spoofing, and all other 
cyber scams or other attempts to uncover sensitive personal or 
other Company information. 

 • Do not open suspicious links in emails. 

 • Never install unauthorized software, applications, hardware, or 
storage devices on your Company devices – including open-source 
software and third-party applications. 

 • Do not input any Company information into unapproved third-party 
AI tools. 
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Protection and Proper Use 
of Company Assets (continued)

Secured by Our Values

Our financial assets, information assets, and physical assets enable all of us to 
further Palo Alto Networks’ mission and vision. When we use our Company 
assets responsibly, we each contribute to the collective success of our business.

RELATED RESOURCES:

Policy for Responsible Use of 
Artificial Intelligence

Acceptable Use Policy

Information Security Policy

Information Classification and 
Handling Standard

Travel and Expense Policy

Global Expense Transaction 
Authorization Policy

AI Security Standard

Password Standard

https://theloop.paloaltonetworks.com/loop/ls/content/7991629273047709/policy-for-responsible-use-of-artificial-intelligence
https://theloop.paloaltonetworks.com/loop/ls/content/7991629273047709/policy-for-responsible-use-of-artificial-intelligence
https://theloop.paloaltonetworks.com/loop/acceptable-use-policy
https://docs.google.com/document/d/1vrT1L6Mbr3VaVR4boRzAUfY-PNT50Xz7jZ-YFXiOEq4/edit
https://docs.google.com/document/d/1hk9rcTncOPAU7ijOHhLo6XOE2lnwbnpWbj3WmaN4Tmo/edit
https://docs.google.com/document/d/1hk9rcTncOPAU7ijOHhLo6XOE2lnwbnpWbj3WmaN4Tmo/edit
https://theloop.paloaltonetworks.com/loop/travel-and-expense-policy
https://theloop.paloaltonetworks.com/loop/expenditure-authorization-and-expense-reimbursement-policy
https://theloop.paloaltonetworks.com/loop/expenditure-authorization-and-expense-reimbursement-policy
https://docs.google.com/document/d/1upYY45iRh9I680V3CXJnIVKxFMTtU5ZhzfqlSWF65WA/edit
https://docs.google.com/document/d/12Q8j96MFm4fuHNVnhfcVfI-IS72zGEE8R1uVX1d2TqI/edit
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Careful Communications 

Our communications have a direct impact on the way that the world perceives 
us. We’re committed to providing clear and consistent messaging to our 
shareholders, customers, business partners, vendors, suppliers, and the 
general public. To make sure that our communications are consistent and 
accurate, Palo Alto Networks has certain designated individuals who are 
authorized to speak on the Company’s behalf.

Executing Integrity: Using Social Media

Social media is a powerful tool that can be used to promote our business and 
engage with our communities. However, social media can also impact our 
Company’s reputation and expose us to other potential risks. We’re all responsible 
for using common sense and good judgment whenever we post online. 

 • Be clear that your posts represent your own personal views – not the views 
of Palo Alto Networks. 

 • Never post or discuss confidential or proprietary information about our 
Company or any of the third parties with whom we work. 

 • Don’t prematurely post online about business-related activities (for example, 
posting a congratulatory message about a strategic partnership on LinkedIn 
before it has been publicly announced by the Company).  

How We Empower Integrity: 

• Only speak to the public on behalf of Palo Alto Networks once 
you obtain proper manager and other approvals and/or reviews 
in accordance with the External Communications Policy.  

• Refer all press inquiries to the Corporate Communications 
Department, who will make sure that each inquiry is directed 
to the appropriate resource. 
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Careful Communications (continued)

Secured by Our Values

We convey the mission and vision of Palo Alto Networks through our 
communications to the rest of the world. When we share truthful and consistent 
information, we establish ourselves as a company that aims to inspire trust.

RELATED RESOURCES:

External Communications Policy 

Social Media Policy 
and Guidelines 

https://theloop.paloaltonetworks.com/loop/pan-external-communications-policy-3-6-12-pdf
https://drive.google.com/file/d/1Qe6J1_upBixdsD9EJZ4fL1GF9WEZjbWN/edit
https://drive.google.com/file/d/1Qe6J1_upBixdsD9EJZ4fL1GF9WEZjbWN/edit
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Supplier, Customer, and Other 
Third-Party Relationships
At Palo Alto Networks, holding ourselves to the highest standards means 
working with third parties and suppliers that share our same commitment 
to operating ethically and with integrity and in accordance with our Global 
Supplier Code of Business Conduct and Ethics. During our procurement 
process, we carefully select the third parties that we do business with and 
maintain honesty and objectivity when doing so.

Terms to Know

Who is a Third-Party Representative?
A third-party representative is any individual or entity who acts on behalf of Palo 
Alto Networks, which may include:

 • Consultants

 • Brokers

 • Intermediaries

 • Lobbyists

 • Contractors

 • Distributors

 • Resellers

 • Joint Venture partners

 • Vendors

 • Suppliers

How We Empower Integrity: 

• Work with suppliers and third parties that share our commitment 
to Palo Alto Networks’ mission, vision, and values. 

• Understand that we may be responsible for the third parties that 
work on our behalf. 

• Review potential third parties objectively and impartially 
throughout the procurement process, and comply with all 
applicable due diligence requirements when onboarding vendors. 

• Conduct appropriate due diligence on third parties that interact 
or could interact with government or government officials on 
our behalf.
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Supplier, Customer, and Other 
Third-Party Relationships (continued)

Secured by Our Values

We set the standard for ethical conduct and are responsible for communicating 
this to everyone who works on behalf of Palo Alto Networks. When our 
relationships with third parties are built on trust, it allows us to continue 
our success as a business.

RELATED RESOURCES:

Business Partner 
Code of Conduct

Global Supplier Code of 
Business Conduct and Ethics

https://www.paloaltonetworks.com/content/dam/pan/en_US/partners/nextwave/business-partner-code-conduct-ethics.pdf
https://www.paloaltonetworks.com/content/dam/pan/en_US/partners/nextwave/business-partner-code-conduct-ethics.pdf
https://theloop.paloaltonetworks.com/loop/global-supplier-code-of-business-conduct-and-ethics
https://theloop.paloaltonetworks.com/loop/global-supplier-code-of-business-conduct-and-ethics
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Antitrust and Fair Competition 

At Palo Alto Networks, we know that winning business the right way means 
playing fair. We compete on our merits alone – and never through unethical 
or illegal business practices. We respect and comply with global antitrust and 
competition laws and regulations that promote a fair and free marketplace.

How We Empower Integrity:

• Don’t share or discuss competitively sensitive information with 
competitors – even informally. (This can include information on 
pricing, bids, outputs, wages, and proprietary knowledge obtained 
from previous employment.) 

• Never make unfair or dishonest claims about our competitors.

• Do not enter into formal or informal agreements with competitors 
to restrict competition.

• Never engage in bid rigging, fixing resale prices, or other 
anticompetitive behavior.

• Never take unfair advantage through manipulation, concealment, 
misrepresentation, or any other unfair dealing practice. 

Secured by Our Values

We take great pride in working toward making the world a safer place. By 
avoiding actions that could restrict fair competition and complying with 
applicable competition laws, we know that our success is backed by integrity. 
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Antitrust and Fair Competition (continued)

Look Out For… Anticompetitive Behavior

There’s no place for agreements with competitors that restrict competition and 
harm consumers. Some examples of anticompetitive behaviors that would limit 
competition include:

 • Fixing prices or other terms in agreements with competitors 

 • Dividing up markets by territory or customers in agreements 
with competitors

 • Coordinating bidding activity in agreements with competitors

 • Inappropriate sharing of competitively sensitive, nonpublic, and 
proprietary information

It’s important to recognize anticompetitive behavior – and to walk away from 
discussions that cross the line. Even unintentional anticompetitive actions can 
have harmful consequences. 

If you find yourself in a situation that makes you feel uncomfortable or believe 
that a business partner or competitor has made statements or offers that may 
be anticompetitive or misinterpreted as such, contact the Global Ethics Team 
right away.
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Money Laundering 

We’re committed to doing business ethically and with integrity, and we know 
that the people and companies with whom we work can affect our reputation. 
We only conduct business with organizations involved in legitimate business 
activities, with funds derived from legitimate sources. We comply with the 
anti-money laundering, anti-corruption, and anti-terrorist financing laws and 
regulations that apply to our business. 

Terms to know

What is Money Laundering?
Money laundering is the criminal practice of concealing the source of illegal funds. 
Sometimes, criminals will use legitimate companies to facilitate this illegal activity. 
Palo Alto Networks is committed to conducting our business only with reputable 
third parties and engaging only in legitimate business activities. When we follow 
proper due diligence procedures, we are able to prevent any potential money 
laundering from happening in our business.

To help detect and prevent any illegal involvement in money laundering, we need 
to be aware of the warning signs that could signal illegal activity, including: 

 • Unusually large transactions

 • Requests for payments to be made to a country where there is no 
apparent connection between the country and the third party

 • Requests for payments to multiple bank accounts without 
reasonable explanation

 • Lack of transparency in the documentation supporting the transaction 

Secured by Our Values

Working with legitimate business partners builds trust that carries over 
to our overall reputation. And our reputation is everything. It shows the 
world that they can put their trust in us – which is vital to the growth of 
our business.

How We Empower Integrity:

• Be alert for any signs of potential money laundering, terrorist 
financing, or other illegal activities and immediately report them.

• Understand with whom you are doing business and the legitimacy 
of their business activities and practices.
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Environmental Stewardship

We support the communities where we live, work, and operate by making 
business decisions that always consider the well-being of those around us. 
We comply with all environmental and labor laws that apply to our business.

Executing Integrity: Supplier Responsible 
Mineral Sourcing

We are committed to responsible mineral sourcing by obtaining materials for our 
products from companies that share our values with regard to human rights, ethics, 
and social and environmental responsibility. Because our supply chain is highly 
complex, and our manufacturing process is significantly removed from the mining, 
smelting, and refining of Conflict Minerals, we expect all suppliers to maintain 
policies, procedures, and due diligence measures that enable us to achieve this goal. 

We expect our suppliers to honor this commitment by complying with our Global 
Supplier Code of Business Conduct, the Responsible Business Alliance Code of 
Conduct, and all applicable employment, environmental, health and safety, and 
ethics practices required by law.

Secured by Our Values

To achieve our corporate vision of a safe and secure world and protect our 
digital way of life, we must also do our part to keep the planet and our 
communities healthy and thriving.

How We Empower Integrity:

• Advance our sustainable operations by accelerating carbon- and 
waste-free growth through energy efficiency, decarbonization, 
renewable energy, and meeting science-based targets. 

• Create a sustainable value chain by engaging our customers and 
suppliers to drive to zero carbon, zero waste, 100% renewable 
energy and 100% circularity in our cybersecurity products. 

• Promote our sustainable ecosystem by driving leading public 
commitments, policy advocacy, and partnerships to elevate our 
thought leadership position. 
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Human Rights

At Palo Alto Networks, we believe that human rights are the fundamental rights, 
freedoms, and standards of treatment to which all people are entitled, and we 
are committed to respecting these rights. We respect the rights and dignity of 
all human beings and require that our business partners share this same level 
of integrity.

Secured by Our Values

Palo Alto Networks is committed to protecting the rights and dignity of 
all people and expects that our suppliers will do the same. We honor this 
commitment when we work with partners who share this same level of 
integrity and support for human rights around the world. 

How We Empower Integrity:

• Commit to supporting the human rights of everyone around us.

• Respect fair labor laws, including wage and hour laws and 
prohibitions against forced, trafficked, or child labor.

• Understand that Palo Alto Networks strictly prohibits the use of 
forced labor, human trafficking, and child labor in any part of our 
business or supply chain.

RELATED RESOURCES:

Human Rights Policy

Environmental Statement

Human Trafficking & 
Anti-Slavery Statement

Conflict Minerals Policy

https://theloop.paloaltonetworks.com/loop/human-rights-policy
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/corporate/environmental-statement.pdf
https://investors.paloaltonetworks.com/static-files/40b499e1-ac83-4c0c-82c5-1d4916b39687
https://investors.paloaltonetworks.com/static-files/40b499e1-ac83-4c0c-82c5-1d4916b39687
https://investors.paloaltonetworks.com/static-files/0deca849-cf4e-4d04-b366-cc19008e5c7f
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Sponsorships, Political and 
Charitable Contributions
At Palo Alto Networks, we encourage you to support charitable organizations 
through Company-provided charitable giving programs (matching gifts, dollars 
for doers, etc.). As a company, we do not support political parties or candidates 
for public office, nor do we reimburse employees for political contributions.

All charitable donations on behalf of Palo Alto Networks must be made directly 
to nonprofit charitable organizations, and any exceptions must be approved 
in accordance with the Corporate Nonprofit Sponsorship and Charitable 
Donation Policy.

Secured by Our Values

Our Company will never offer or provide charitable donations or sponsor 
any events or activities with the intent of corruptly influencing any Palo Alto 
Networks business relationships, including obtaining or retaining business or 
securing any improper business advantage. This allows us to inspire trust 
among our community and stakeholders.

RELATED RESOURCES:

Corporate Nonprofit  
Sponsorship and Charitable 

Donation Policy

Corporate Responsibility

How We Empower Integrity:

• Keep your personal political activities separate from the work you 
do for Palo Alto Networks.

• Be clear that your beliefs are your own and not those of the 
Company.

• Do not use Company time, facilities, or any other resources to 
support unapproved personal political or charitable interests.

https://theloop.paloaltonetworks.com/loop/corporate-nonprofit-sponsorship-and-charitable-donation-policy
https://theloop.paloaltonetworks.com/loop/corporate-nonprofit-sponsorship-and-charitable-donation-policy
https://theloop.paloaltonetworks.com/loop/corporate-nonprofit-sponsorship-and-charitable-donation-policy
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Conclusion

Being Empowered by Integrity means that we can count on one another to follow our Code, live our values, and work towards making each day safer and more 
secure than the one before. Our Company-wide commitment to acting with integrity each day is what allows us to succeed.

Remember, if you have questions or concerns about ethical 
conduct, please contact: 

• Your supervisor or any member of local management 

• The Employee Relations Team 

• The Global Ethics Team 

• The Chief Compliance Officer 

Contact our Ethics Helpline, which provides for an anonymous 
reporting option, online or by phone:

• Online: at www.paloaltonetworks.ethicspoint.com 

• By Phone: For employees in the United States, call 1-855-266-7042. 
For employees outside of the United States, you may call the phone 
number listed at www.paloaltonetworks.ethicspoint.com

mailto:erpeopleteam%40paloaltonetworks.com?subject=
mailto:ethics%40paloaltonetworks.com?subject=
mailto:bbyrd%40paloaltonetworks.com?subject=
https://secure.ethicspoint.com/domain/media/en/gui/31667/index.html
https://secure.ethicspoint.com/domain/media/en/gui/31667/index.html

